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Panelists’ Profiles 

 

Prof. Dr. André Barrinha  

Dr. Barrinha is Associate Professor at the University of Bath, he is one of the coordinators of the 

UACES CRN INTERSECT: Technology-Security-Society interplays in Europe and an Associate 

Researcher at the Centre for Social Studies, University of Coimbra. His main research interests 

are within the fields of Critical Security Studies, European Security, and International Relations 

Theory. He is currently working on the role of new technologies in the constitution of security 

policies (mostly) in Europe, with a particular focus on cybersecurity.  

Mr. Caio Scuarcialupi Mansini  

Caio Scuarcialupi Mansini is a Cyber Security and Artificial Intelligence specialist. Caio holds a 

bachelor’s degree in international Relations by Rio Branco College, and a Master’s in 

International Relations and Political Science by the University of California, San Diego School of 

Global Policy and Strategy. During his Master’s, Caio was awarded with the Richard Covington 

award for developing an algorithm whose objective was to understand the efficiency and the 

efficacy of the General Data Protection Regulation (GDPR).  

Prof. Dr. Danielle Jacon Ayres Pinto  

Dr. Ayres Pinto is Adjunct Professor at the Federal University of Santa Catarina and Post-Doctoral 

Student (2019) in Military Sciences at the Army Command and State School. She coordinates 

both the Research Group on Strategic Studies and Contemporary International Politics, and the 

Research and Extension Group on International Security and Defense. Her main research 

interests are on International Power and Politics, Peace and Security Studies, State Power 

Building, Smart Power, Cyber Defense and Cybersecurity, International Insertion of Brazil 

Dr. Friederike von Franqué 

Dr. Franqué teaches Media Literacy at Universities of Gießen and Frankfurt/Main and works as a 

freelance consultant, bringing in more than two decades of experience on questions concerning 

developments of the information environment. Her political sciences PhD from the Institute for 

Security and Peace Research at the University of Hamburg (IFSH) focused on external effects on 

democratisation processes, particularly the role of media development and media structures on 

democratic stability, peace and conflict. Currently, she focuses on information operations as part 

of hybrid conflict strategies.  

Dr. Hannes Ebert 

Dr. Ebert is a senior advisor at The German Marshall Fund of the United States. He is also an 

associate of the Hamburg-based GIGA Institute of Asian Studies. His research and advisory work 

focuses on the impact of emerging technologies on international relations, armed conflict and 

crisis prevention, with a focus on the Global South and in particular South Asia. He currently leads 

GMF’s work on EU cyber diplomacy in Brazil, India and South Korea for the EU Cyber Direct and 

conducts research on India’s cyber security and internet governance policies and the role of ICTs 

in the India-Pakistan rivalry.  
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Mrs. Janine Schmoldt  

Janine Schmoldt is a Ph.D. candidate in the political science faculty of the University of Erfurt. In 

her dissertation project, she deals with the international legal position of patriotic hackers in 

cyber and asymmetrical wars. She began studying political science with a major in international 

relations and a minor in law at the University of Erfurt in 2013/14, which she completed in 2016, 

followed by a Master of Laws at Vrije Universiteit Amsterdam. Ms. Schmoldt has been a lecturer 

at the University of Erfurt since 2019, and gives seminars on cyberwar.  

Mrs. Louise Marie Hurel  

Louise Marie Hurel is a PhD candidate at London School of Economics (LSE) and a cybersecurity 

and Internet governance researcher coordinating Igarapé Institute’s projects on the 

Cybersecurity and Digital Liberties Program. She holds a MSc in Media and Communications 

(Data and Society) from the LSE (distinction) and a BA in International Relations from PUC-Rio 

(distinction), having been awarded for her dissertation “Cybersecurity and Internet Governance: 

Two Competing Fields. Currently, her research focuses on interdisciplinary approaches to 

(in)security. 

Mrs. Madeleine Myatt  

Madeleine has a Master in Political Science & European Studies and bachelor degree in Political 

Science from the University of Hannover. She is currently doing her PhD and working as Teaching 

associate at Bielefeld University. Her research focuses on the topic of cybersecurity, and her 

thesis project is titled: “Cybersecurity a Shared Responsibility? The Role, Implementation and 

Strategic Promotion of Cooperative Partnerships with the Cybersecurity Industry” 

Mr. Marcelo Mesquita Leal  

Marcelo Leal is a PhD student in Political Science at the University of Massachusetts Amherst and 

a research assistant at the National Center for Digital Government. His research interests lie 

primarily in the field of cybersecurity. Broadly defined, his research explores global and national 

cybersecurity policies that states pursue to exercise power in cyberspace. Currently, he is 

developing a research project about public attitudes toward cybersecurity threats. 

Prof. Dr. Marcos A. Guedes de Oliveira  

Dr. Guedes de Oliveira is Professor at the Federal University of Pernambuco. He is currently a 

researcher at CNPq and CAPES and Coordinator of the research group O Brasil e as Américas at 

CNPq and at the Center for American Studies at the Federal University of Pernambuco. He has 

experience in Political Science, with an emphasis on International, Bilateral and Multilateral 

Relations, acting mainly on the following themes: International Security, Brazilian Foreign Policy, 

Integration Theories, Mercosur, US Foreign Policy and security and International Policy 

correlates. 

Mrs. Marília Maciel  

Marília is a PhD candidate at the University of Bordeaux Montaigne, on Information and 

Communication Sciences. She holds a Master's degree in Latin American Integration from the 

Federal University of Santa Maria (2008) and a law degree from the Federal University of 

Pernambuco (2005), where she was awarded a research grant from the State of Pernambuco 

Research Foundation (FACEPE) to investigate issues related to taxation and electronic 
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commerce. Currently she is a Digital Policy Senior Researcher at DiploFoundation and serves as 

a counselor at ICANN´s Generic Names Supporting Organization (GNSO), representing the Non-

commercial Stakeholder Group (NCSG). 

Mr. Philipp Kühn  

Philipp Kühn is a research assistant and doctoral student at the Chair for Science and Technology 

for Peace and Security (PEASEC) in the Computer Science Department of the Technical University 

Darmstadt. He studied computer science (B.Sc.) at the TU Darmstadt and delved into IT security 

(M.Sc.). In addition to his studies, he worked as an assistant scientist at the Fraunhofer Institute 

for Secure Information Technology in the areas of privacy-enhancing technologies and 

distributed ledger technologies. As part of the university academic job at the TU Darmstadt, he 

offered further training with a focus on communication skills, social skills, self-organization skills, 

and methodological skills.  

Moderators’ Profiles 

Dr. Diego Rafael Canabarro 
 

Dr. Canabarro works at Internet Society and holds an LL.B. (2002-2006), an M.A. in International 

Relations (2007-2009), and a PhD in Political Science (2010-2014). Besides being a practitioner in 

the field of Internet Governance, he is also an academic with more than ten years of activities in 

Universities in Brazil and abroad. His research agenda combines Political Theory of International 

Relations; State Capacity and Democracy; National and International Security; Collaborative and 

Multistakeholder Governance; Digital Government; ICT policies and regulation; Internet 

Governance; and Internet and Jurisdiction. 

 

Dr. Jörg Pohle  

Dr. Jörg Pohle is a computer scientist by training with a background in Law, Political Science and 

Sociology. He is a PostDoc at the Alexander von Humboldt Institute and heads the research 

programme “Data, actors, infrastructures: The governance of data-driven innovation and cyber 

security”. He also heads the project “Global Privacy Governance” that focuses on societal 

negotiations in the field of privacy, surveillance, IT security and data protection. His research 

interests include the intersection of Informatics and Law, the research field Informatics and 

Society, modellification and its societal consequences, and data protection by design. 

Dr. Clara Iglesias Keller  

Dr. Keller is an associate researcher at Alexander von Humboldt Institute for Internet and Society 

and a guest researcher at Wissenschaftszentrum Berlin für Sozialforschung Center. She holds a 

Doctoral and a Master’s degree in public law from the Rio de Janeiro State University and an 

L.L.M in Information Technology and Media Law from the London School of Economics and 

Political Science. Her research agenda includes, among others, information technology 

regulation, the role played by governance structures and state regulation in digital 

transformation and regulation of online speech.  

Mrs. Bruna Toso de Alcântara 

Bruna is a Ph.D. candidate in the Graduate Program in International Strategic Studies (PPGEEI) 

at the Federal University of Rio Grande do Sul (UFRGS) and a research fellow at the Alexander 
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von Humboldt Institute for Internet and Society. She holds a Master's in International Strategic 

Studies from UFRGS and a bachelor degree in International Relations from the Federal University 

of Santa Maria (UFSM). Her research interests are: Cyber Security and Defense, Technology, 

State and International Security, International Strategic Studies. 
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Introduction 

The deep interlacing between society and cyberspace has been changing human 

interactions in several societal spheres, such as the economic, legal, and political one. 

Specifically, regarding interstate communications, these changes present themselves in 

such a dynamic way that usually mismatch with traditional political bureaucratic or 

strategic thinking, leaving room not only for uncertainties but also for possible 

unforeseen consequences both in the state’s domestic and international realms.  

On the one hand, this can provide opportunities for societal improvement, as 

many uncertainties appear as a result of the enlargement of international actors present 

in the digital realm, creating more proximity between governments and ordinary people 

and between governments themselves. On the other hand, this proximity encompasses 

vulnerabilities for both states and society, mainly when deviant actions take place in the 

immaterial world of cyberspace, such as crime, terrorism, and excessive surveillance, 

making security one of the core terms of today’s dialogues toward cyberspace. 

Moreover, the weaponization of software and hardware has led to the development of 

Autonomous Weapons and types of malware like Stuxnet and BlackEnergy – specifically 

designed to target critical infrastructures. This weaponization is triggering a cyber arms 

race between states as well as state and non-state actors, which is leading the collective 

imagination into pessimist scenarios and ideas of cyberwar or cyberwarfare. 

Within this scenario, the workshop aimed to clarify the dynamics, opportunities, 

and limits of security thinking towards cyberspace. The event exposed perspectives from 

Brazilian and European scholars as a way to compare Northern and Southern visions on 

the subject and demystify the perception that power relations in cyberspace are 

constrained to a very few “great powers” like China, Russia, and the USA. Thus, it 

touched upon four topics: (1) the concept of cyberspace as a war domain, (2) the clash 

between security and liberty speeches within cyber realm, (3) the cyber institutional and 

organizational apparatus of European and Brazilian states and (4) the changes, or the 

lack thereof, as a consequence of the international balance of power entrenched with 

the digital sphere. 

 Each topic encompassed a panel that followed this sequence: three panelists 

each gave a short presentation, followed by questions from the mediator, and finally 

discussions and interactions with the audience using tools such as poll releases and the 

Q&A tab. The event contained a total of twelve panelists with different backgrounds, 

but sound cybersecurity and cyberdefense expertise, in different stages of their 

academic career, from PhD candidates to professors; four similarly diverse mediators; 

and an audience of more than 170 attendees, participating in eight polls over the course 

of the event (see the boxes with the results). Besides, as there is an underrepresentation 

of women studying cybersecurity, the organisers took this gap into consideration and 

ensured a gender-balanced representation among the panelists. 

 The present report is a brief summary of the presentations and insights collected 

from the discussions along the event’s 7,5 hours. It provides the highlights of the panels, 
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emphasizing the main points posed by the panelists and the discussions, while also 

revealing the polls’ outcomes. 

Panel Highlights 

Panel 01: Cyberspace as a war domain: opportunities and downsides 

Many states have set up cyber commands, including Brazil, China, India, Russia, 

Iran, North Korea, South Korea, Israel, the United Kingdom, and Germany (Smyth, 2018: 

173). These cyber commands are based on a general idea of cyberspace as the fifth 

domain of war, which may contribute to the militarization of the digital realm. However, 

and thus far, there is no consensus on what cyberwar or cyberwarfare means, what its 

features are and who should be accountable for its outcomes. 

On top of that, since Stuxnet, cyber weapons became a hot topic, and the 

spreading of malicious code in software and hardware by state and non-state actors has 

generated some possible scenarios. This development has entered into information 

society’s imagination, influences the states’ decision making, and has already generated 

a “cyber arms race” among international actors. Academia has since tried to draw on 

analogies to understand cyber conflict. For instance, George Perkovich and Ariel E. 

Levite’s edited volume “Understanding Cyber Conflict” (2017) contains 14 analogies, 5 of 

which relate to “cyber war”: Russia’s concept of Information Warfare, Pearl Harbor, the 

role of railroads in 1914, economic warfare, and the preventive use of force. Despite 

these “warfare” analogies, no concrete deaths or extreme conflict escalation has so far 

taken place. In fact, according to Valeriano, Maness, and Jensen (2018: 226), cyber 

operations rarely produce concessions and the latent cyber capacity of the state is not a 

predictor of coercive potential.  

This scenario of potential escalation aligned to the lack of international regulation 

normally leads to the perception of cyberspace as anarchic. This anarchy in turn leads to 

the engagement of state actors to seek not only for the development of defensive and 

offensive capabilities but also to institutional arrangements to make “order out of 

chaos”. In this sense “cyber peace” appears as the antipode to “cyberwar”, linking the 

cyber realm to the international sphere of diplomacy.  

According to Shaun (2019), a diplomatic approach to cyberspace could 

complement security approaches to cyberspace. Diplomats in this sense must be trained 

in a multistakeholder approach, learning how to deal with state as well as non-state 

actors, and create a diplomatic community capable of socializing cyber interactions. 

Indeed, nowadays we have several countries with cyber diplomats and many are 

becoming more active in international forum on cyber issues (Barrinha; Renard, 2020) 

Another proposal within academia to create common ground for building 

stability measures is categorizing cyber weapons. Sommer and Brown (2011) suggest a 

classification of all malware in a continuum between “low-level cyber weapons” (the 

manipulation of websites or purposefully sent emails infected with malware for 
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espionage purposes) and “high-level cyber weapons” (attacks with direct and lasting 

disturbing or destructive effect). Similarly Herr and Armbrust (2015:3) propose the term 

“Milware”, intended “to describe the more developed engineering effort evidently 

behind samples like Duqu, Turla, and Stuxnet; their persistence and innovative means of 

compromise in particular denote a more developed adversary than many non-state 

examples.” However, the blurring between state and non-state origins of code and the 

lack of procedures for dealing with a “continuum” approach can reverberate in a non-

intended way. Furthermore, categorizing and regulating cyber weapons depends on 

several variables and input from the private sphere as well. 

These notes present some of the big challenges within the cyber realm, and 

framed the discussions of the first panel, which proposed to discuss the perception of 

war in cyberspace and how that assumption could change what the international 

community understands about war, security and violence in the international system. 

The moderator, Dr. Diego Canabarro, emphasized that the term cyberwar could be 

outdated, not because war on cyberspace would be impossible, but because the way 

that concept was envisioned 30 years ago by the specialized authors did not become 

reality. Thus, what we see nowadays is a big manipulation of the concept of cyberwar by 

countries and non-state actors. 

 In order to understand this manipulation, it is important to know how the 

concept of cyberwar evolved. Thus, the first panelis Dr. André Barrinha explained four 

evolutions of the concept throughout time. In the beginning (1980s), the perception of 

cyberwar was focused on robots and machine fights, and that scenario did not include 

human beings. In fact, this idea resembled a scientific fiction reality and was supported 

by many interpretations of how computers and machines could be powerful in the 

system. In the 1990s information became relevant and cyberwar gravitated around the 

idea of using information in order to create strategic advantages, especially to the 
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military realm. In the 2000s, the concept transformed into a much broader definition, 

focusing on damage and disruption, not restricting actions to the military realm but still 

being directed to state interactions. Finally, in 2016, with the hacking of DNC in the 

United States and the general external meddling in the US presidential elections, the 

concept further got to encompass misinformation and disinformation, leading to an idea 

of urgency. 

 The first panelist explained that cyberwar is more metaphorical than descriptive 

and that the perils lie in treating the metaphor as the description, as normally the 

majority of operations fall below the threshold of use of force. In this regard, he 

proposed four questions to bear in mind when thinking about cyberspace as a war 

domain: 1) how do we wage the cyberwar? 2) Who exactly wages war? 3) Who is 

responsible for waging cyberwar? and 4) who benefits from cyberwar? 

 In light of these broad questions, the panel followed a regional reasoning 

towards Europe and Brazil, trying to address some important ideas from the North and 

South in the discussion. Thus the second panelist, Dr. Friederike Von Franqué focused 

her speech on European cyber policy. Her main argument was that the European Union 

(EU) has a normative approach, based on legislation, to understand and discipline the 

relations on cyberspace. This approach is based on the EU’s focus to promote the 

defense, security, economy, legal and diplomacy policies to cyberspace. Through her 

presentation she made clear that legislation in cyberspace is still evolving and adapting, 

being enhanced especially by the Cybersecurity Act that became effective in 2019, 

granting a permanent mandate to the European Union Agency for Cybersecurity 

(ENISA). 

 According to Dr Franqué not only the EU invested institutionally in cybersecurity, 

but also in research, as it has built the European Cybersecurity Industrial, Technology and 

Research Competence Centre. Specifically regarding defense, she highlighted the rapid 

response emergency mechanism and, in the realm of diplomacy, the development of a 

framework for a joint EU diplomatic response to malicious cyber activities as a way to 

push away more offensive ideas. These engagements support Dr Franqué’s argument 

that the EU is more focused on the construction of policy and values, following the EU’s 

traditional way of acting in the international community, which is more linked to an 

institutional behavior than a bellicose one. According to her explanation, the EU 

understands cyberspace as an area of freedom and human rights, with a multi 

stakeholder approach fitting nicely with the idea of resilience. This value oriented 

reasoning already proved successful in fighting information warfare in her view, and she 

emphasized that a balance between human rights and control has to be defended. 

 In the same value oriented direction, the third panelist, Dr. Marcos Aurelio 

Guedes de Oliveira, exposed Brazil’s vision on cyberspace as being broader. It is oriented 

to democratic values and advocating for normative and diplomatic moves in the digital 

realm, even though its structure was founded within the military. He argued that Brazil’s 

position is rooted in the fact that it is an emerging country seeking to close the 

technological and economical gap In face of great powers. Accordingly, he summarized 
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Brazil's key ideas of cyber in 4 topics: first, the understanding of cybersecurity and cyber 

defense as one issue that goes from virus protection of smartphones to spying. Second, 

the idea of cybercrime and cybersecurity as sides of the same coin. Third, the conception 

of cybereducation and the defense of individual rights as an important issue. Fourth, the 

perceived need of international regulation of the cyber realm. 

 However, and despite some states having this less bellicose approach to 

cyberspace, the third panelist highlighted that in the digital realm there is a mentality 

which makes cyber resources compatible with nuclear weapons, since they don’t need 

to be used to represent a sort of war system or war threat. In this sense, Dr. Guedes de 

Oliveira questioned if there would be a way out of a militarized digital system, when 

ideas and context toward the pursuit of power and domination still exist. 

 To finalize the panel, the discussions posed by the panelists were followed with 

a session of interaction with the audience via polls and questions placed by the 

moderator and the participants in the Q&A. 

 After the panelists’ expositions, the first poll asked the participants whether they 

think cyberspace should be considered a war domain. Among the participants that 

answered the majority agreed to considering cyberspace a war domain (74%). Only 22% 

answered that cyberspace should not be considered as such a domain, and 4% marked 

the option of not wanting to answer the question. 

The following discussions revolved around issues of capacity building, different 

conceptions of cyberspace compared to the European one as well as international 

agreement and consensus among states toward stability. In this regard, the second poll 

entered the diplomatic field and norms construction exposed by the panelists, asking 

whether the participants thought that states need to develop a “cyber-weapons non-

proliferation treaty” to reach stability in cyberspace. The answers of the participants that 
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engaged in the poll showed 69% of votes in favor of such a treaty, 21% against it and 10% 

of abstentions.  

At the end of the discussions, as well pointed by Dr. Canabarro, despite the 

technicalities and complexity of cyberinfrastructure there is a human component in 

citizenship when talking about cyberwar that we must pay attention to. Especially to 

“what citizens want and allow their governments to do and how they can impact the 

public policy in the domestic level but also the way that states pursue public policy 

through the international level”, in other words to their foreign policy and strategic 

international insertion.  

Panel 02: Liberty vs. Security in Cyberspace: What is the future ahead? 

The internet was initially designed to be an open and democratic environment for 

information exchange. However, the increased use of this venue to perpetrate deviant 

actions, including crime and terrorism, and the never-ending interplay between 

technology and society’s daily activities made the calling for “security” a powerful 

argument to justify the downplay of liberties on the internet. While states are trying to 

protect information systems, especially critical infrastructures, and data (and therefore 

themselves and their population), civil society, especially minorities and activists, are 

trying to make their voices heard through digital platforms. And then there are some 

companies that profit from both the security fear and the free flow of information for 

trade. 

Each of these three actors – states, civil society, companies – tries to push the 

security discourse in one way or another to either augment surveillance or the control of 

information flow or diminish it. Thus far, however, no consensus of how to balance the 

competing interests has been reached. Governance, disinformation, and criminality are 

active topics involving this delicate balancing between liberties and security in 

cyberspace, as are human rights, mainly privacy and freedom of speech, and economic 

advantages and disadvantages.  

Initiatives have been started both by states, e.g., the Paris Call (2018), and 

companies, e.g., the Digital Geneva Convention (2017), the Charter of Trust (2018) or the 

Cyber Security Tech Accord (2018). In 2019, the Global Commission on the Stability of 

Cyberspace (GCSC) published a final report on advancing cyber stability that touched 

upon this theme and stated: 

Stability in cyberspace means everyone can be reasonably confident in 
their ability to use cyberspace safely and securely, where the availability 
and integrity of services and information provided in and through 
cyberspace are generally assured, where change is managed in relative 
peace, and where tensions are resolved in a non-escalatory 
manner (GCSC, 2019: 13). 

Thus, cyber stability must be linked not only to multi-stakeholder engagement 

and decision making but also to the building of trust. Indeed, according to Ischinger 

(2019:165), “trust is the cornerstone of cyber diplomacy, as it is diplomacy in general. 
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Without mutual trust, binding norms cannot develop, much less succeed”. However, 

what about strategic stability? Lu (2019:176) makes the case that the responsible state 

behavior should ensure “the continuing evolvement of the global internet, avoid 

balkanization of cyberspace, protect the critical infrastructures of from cyber military 

operations, exclude nuclear command and control systems as military targets”, and that 

strategic stability should be pursued by international society.  

But how should a process be developed in order to reach these goals? According 

to Pernice (2019), it requires not only common rules but also the development of 

concrete practices. They imply more than the need for cooperation and understanding 

among governments. 

Nevertheless, as Monteiro (2014) explains, the solutions proposed up to this date 

might have the opposite effect. Instead of guaranteeing privacy, freedom of speech and 

other basic rights, they might provide tools to further violations. Indeed, the 

intervention of the state via its duty to protect has led to national laws such as Germany’s 

Network Enforcement Act (NetzDG), which has been heavily criticized for causing 

further harm to democratic freedoms. Furthermore, even the most sophisticated data 

protection laws, including the General Data Protection Regulation (GDPR), which aims 

at protecting fundamental rights and freedoms in the processing of personal data, may 

not be sufficient to remedy the collective harms to democratic societies. The unintended 

violation of human rights could also be aggravated by the rush in development and 

usage of automation, e.g. machine learning technologies, as algorithms may reproduce 

discrimination that is embedded in the training data. Even a reactive approach may be as 

intrusive as the scanning of attached files, keyword searches, and content filtering for 

signs of potential breaches of criminal law.  

Thus, how should society be organized and regulated to overcome these 

problems? This scenario led the discussions of the second panel on liberty and security 

in cyberspace. It aimed to analyze the tensions between security and liberty online, 
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highlighting how the security measures may constrain human rights online, what can be 

done about it – politically, legally, and technically –, and what direction the future of 

online policies appears to be taking. As Dr. Jörg Pohle stated in his introduction to the 

panel, these tensions have not arisen just recently, but have already sparked the 

discussion when the first computers arrived back in the 1960s. But they deal with core 

values of our societies: democracy, freedom and fundamental rights. 

Introducing the US policies regarding security and liberty in cyberspace, the first 

panelist, Mr. Marcelo Mesquita Leal, presented two main topics: an introduction to the 

US legal framework on the issue and an overview of the most prominent coalitions in the 

political arena. Covering the first topic, he argued that the main characteristic of US 

policy is its complexity, fragmentation, and lack of coordination between all the relevant 

actors. This applies both to the legislative and the executive landscape. The fragmented 

legal framework encompasses laws directed to US-citizens, non-US-citizens, companies 

etc. at federal, state, and local levels. The Executive follows a similar pattern. It extends 

not only to different federative levels, but also comprehends distinct departments and 

federal agencies, each addressing different aspects of the relation between security and 

privacy in different manners. In such a setting, the US Congress would have to play a 

major role in coordinating cybersecurity and privacy protection policies, but it does not 

fulfill this role. 

This led Mr. Leal to the second topic: the main players in the political arena. He 

identified three major coalitions. The first is the security coalition, composed mainly of 

intelligence and security agencies and actors. They are not against privacy as such, but 

think that the state should primarily act to protect the US and its citizens. They gained 

prominence after 9/11 and the security measures that followed it. The second is the 

privacy coalition, composed mainly of social movements and activist groups. They think 

that the protection of civil liberties is key, and citizens can not afford to lose them. They 

gained momentum after the Snowden revelations back in 2013 and managed to achieve 

some legal reforms. But they still have difficulties in reaching local and state-level 

authorities. The third is the business coalition, composed mainly of those private actors 

that look for ways to deal with the state and the consumers alike. They try to balance 

competing interests by both providing security and confidentiality mechanisms for their 

customers’ protection and defining standards for government access to private 

communications and data. 

According to Mr. Leal, at times, major events strengthen one coalition and 

weaken another. This was the case with the 9/11 terrorist acts, which led to the 

internationalization of domestic security matters, and with Snowden’s revelations. This 

could be also true with recent data usage scandals and election manipulation. If the 

privacy regulation relied on consumer choice before, now it seems to point to another 

direction. 

After Mr. Leal’s presentation of the three American positions on the 

liberty/security dispute, Mrs. Marília Maciel, the second panelist, vigorously argued 

against the idea that  privacy and security should be understood as dichotomous. This 
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widely-held belief is best represented by two well-known claims: first, we must give up a 

little bit of privacy to safeguard security, and second, whoever  does not have anything 

to hide, does not have anything to fear of. In her presentation, Mrs. Maciel sought to 

demonstrate the fallacy of these two statements. 

She first pointed out that the position in favor of security over privacy is fueled by 

a process of securitization of the cybersecurity agenda, i.e. a change from a non-political 

discussion to a political discussion and, finally, to a debate over domestic and 

international security threats. These threats become more dangerous, as more daily 

activities and infrastructure rely on the internet. Many factors contribute to a cyber 

insecurity sensation, from the multipolarity of cyberspace, where even small actors and 

countries can do harm on a global scale, to a dual-use nature of cyberspace as military 

and civilian affair; from the dissemination of technology to the consequences of 

cyberattacks on the physical world; from the incipient international legal framework on 

the issue to the blurring lines between traditional and cyber military operations. In this 

scenario, the security value gains weight in the public arena through a “balance of 

rights” discourse. 

Mrs. Maciel criticized the discourse of balancing rights as an “all-or-nothing 

fallacy”. She claimed that some sort of conciliation between privacy and security is not 

only necessary but also possible. Not all security measures are invasive, and thus the 

question is badly framed. She argued that the protection of privacy and personal 

information does not exclude the guarantee of domestic and international security, but 

requires an oversight over government actions and sometimes a degree of limitation. 

The question is not whether privacy “trumps” security, or vice-versa, but whether the 

due process of law was respected before, during, and after investigations. 

Unfortunately, the legal protection against the state, especially law enforcement 

agencies (for example, the EU Data Protection Directive for Police and Criminal Justice 
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Authorities), is not as strong or binding as the protection framework against other state 

or even private actors (for example, the EU General Data Protection Regulation). 

 The third panelist, Mr. Philipp Kühn, also highlighted the problems with mass 

surveillance. While Mrs. Maciel focused on the political discussion of privacy vs security, 

Mr. Kühn focused on some technical aspects of the debate. According to him, 

cyberspace is insecure by design because communications most of the time pass 

through third parties’ channels, like servers and data centers. Only encryption would be 

able to maintain the privacy of communications and protect users against censorship.  

But new and widely available means of encryption also spark “crypto wars”, i. e. 

disputes between those who try to guarantee a completely secure link between 

computers and/or people and those who try to conceive ways of getting the information, 

even if under special circumstances. The first of these crypto wars took place between 

1990 and 2000. It began with AT&T TSD 3600, which encrypted telephone messages, and 

continued with wiretapping solutions. The second of these wars started around 2000 

and continues until today. It centers around arbitrary mass surveillance, hacking, 

exploitation of vulnerabilities, and breaking and manipulating common cryptographic 

algorithms, as intelligence programs like Bullrun (2000) show. Many of these activities 

were disclosed by Edward Snowden in 2013. 

Like Mrs. Maciel, Mr. Kühn argued for the unlawfulness of data retention and 

mass surveillance, as decided by the European Court of Justice. These measures would 

violate both the privacy and presumption of innocence rights. On the other hand, there 

could be alternative solutions, such as the quick-freeze approach in Austria. Once again 

the problem is not an “all-or-nothing” question, but a question of defining adjustable 

parameters for investigations. These parameters could be: whom to surveil? What 

information is stored? Who has access to it and when? How long would it be stored? 

What are the protection measures of stored data? In conclusion, Mr. Kühn argued for a 

discussion of data handling by intelligence service and defensive measures, both on an 

individual level (privacy protection) and a global level (strong data regulations). 

The panelists’ presentations highlighted why and how the discussion is badly 

framed. There are no simple answers to such complex problems. As Mrs. Maciel stated, 

security is a highly regarded value, but so are fundamental rights and liberty. 

A short discussion among the panelists, fueled by questions from the mediator, 

was followed by an exchange with the audience, with questions posed by the 

participants in the Q&A chat. The audience asked the panelists about the interests of the 

private sector in regulating privacy in cyberspace, not the least due to their business 

model being based on the processing of large amounts of personal information of 

consumers. They also questioned the panelists about international coalitions, hardware 

security, and future developments of the matter.  

During the Q&A, the audience was able to participate in two polls. To explore the 

dichotomy that characterises the field, the first poll asked which kind of institutions 

could better develop a balance between security and fundamental rights and freedoms 

Electronic copy available at: https://ssrn.com/abstract=3645964



17 

Workshop Report Security in Cyberspace: dynamics, limits, and opportunities 2020 

in cyberspace. Those who answered were most in favor of a mixed (public-private) 

approach (69%). The second poll of this panel asked the participants about the main 

problem that hampers the development of confidence-building measures, with lack of 

transparency being pointed out by 72% as one of the main obstacles to achieving this 

goal. 

Panel 03: Brazil and European Union Cybersecurity overview: policies, 

institutions, and capacities 

Estimates from the European Strategy and Policy Analysis System (ESPAS, 2019) 

suggest that by 2030, there will be 125 billion devices connected to the internet, up from 

27 billion in 2017. Besides, it points out that 90 % of individuals older than six years will be 

online. Thus, the rise of online connectivity's complexity seems to be inevitable. In 

connection with the development of offensive cyber capabilities by states that pursue 

geopolitical goals as well as an enormous global cost of cybercrime for the world, 

estimated at $600 billion for 2018 (Lewis, 2018), this demands for more engagement 

from international actors to identify, assess and mitigate cyber threats. 

However, cyber threats are viewed by different actors in different ways, as they 

depend on contextual and cultural variables. Especially regarding states, there are two 

consolidated approaches toward cyber operations: one led by the US, focusing on the 

protection of the global market, and another by Eastern countries, such as Russia and 

China, focusing on the control of information. These approaches frequently exclude the 

participation of countries from the Global South. In contrast, in the last couple of years, 

the European Union was acknowledged as a “third-way” leader, with the GDPR and NIS 

Directive as turning points for the EU to be considered a normative power (Bendiek; 

Schallbruch, 2019). The scenario deteriorates due to the fragmentation of policies 

around the world and the different maturing stages that countries find themselves in, 

which makes it harder to reach common ground and take confidence building measures. 
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According to Western debates, the Global North and South seem to organize 

themselves differently and sometimes diverge on threat assessments and responses. 

Notwithstanding, Europe and Latin America come closer to common ground on topics 

such as the protection of democratic values or taking a multi-stakeholder approach to 

cyberspace. Specifically regarding Brazil, a large cyber actor in the region and strategic 

partner of the EU since 2007, one may notice space for mutual growth and fruitful 

dialogue not only regarding research initiatives but also practical developments 

regarding new technologies like, e.g., 5G, IoT, AI, Industry 4.0 and cybersecurity. An 

excellent example of what joint action can achieve was the movement of Brazil and 

Germany in 2013, after being affected by the Five Eyes’ surveillance operations, leading 

global diplomatic efforts to regulate surveillance issues and for the first time highlighting 

the need for protection of human rights both offline and online. This type of joint 

engagement is essential for balancing cybersecurity and civil rights online. Moreover, the 

Brazil-German cyber consultations, established in 2016, and EU-Brazil Cyber Dialogue, 

established in 2017, are venues for addressing cybersecurity and stability issues, such as 

cooperation and research on ICTs, internet governance, cybercrime and cyber norms, 

that still need to involve more stakeholders from both academia and industry. 

Thus, to further these ties between the EU and Brazil, it is not only necessary to 

assess their institutional frameworks in order to observe possibilities of interagency 

cooperation and joint action, but also to share experience and good practices in terms 

of diplomacy and confidence-building measures, public-private partnerships, challenges 

and opportunities as well as the development of capacities, both regarding civil and 

military issues. This dialogue must be broadened by including both academic and 

industry voices in order to bring stability in cyberspace and strengthen commonly 

accepted values, such as human rights, individual liberties and democracy.  

In this regard, the third panel aimed to compare European and Brazilian 

institutional frameworks regarding cybersecurity, highlighting concerns, best practices 

and threat perceptions in the digital realm. It likewise followed the structure of three 

main panelists and a moderator, communicating with the online audience interaction 

through two polls and the Q&A engagement. 

Introducing European cybersecurity institutional aspects, the first panelist, Mrs. 

Madeleine Myatt, presented the modes of organizing cybersecurity between the 

public/private sphere, proposing a differentiated view from the European variety of 

organized forms of networks and partnership relations. The panel started with the 

question of cybersecurity as a “shared responsibility”, an idea that is present in every 

national cybersecurity strategy in the European Union, but can also be pointed out 

worldwide. Mrs. Myatt addressed the market aspect of this collaboration, because 

cybersecurity is not only about security, but also about gaining a competitive advantage, 

a specific tone that can be found in the strategy of the United Kingdom.  

Building on that scenario, and to examine the public-private dimension of 

cybersecurity, the panelist highlighted the role of cybersecurity in cultural context and 

in politico-economic context to consider the ideal types of Public-Private Partnerships 
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(PPP), showcasing the European Union Cybersecurity Public-Private Partnership (EU 

cPPP) and insights from the European Union Landscape of PPP. 

After this European overview, the second panelist, Mrs. Louise Marie Hurel, 

shifted to the Global South, in order to present the Brazilian context, highlighting the 

importance of contextualization when discussing cybersecurity, stressing the 

importance of social media in Brazil and its threat landscape. In order to discuss Brazilian 

cybersecurity maturity, the panelist presented the historical evolution of the 

cybersecurity framework in Brazil, pointing out its securitized and militarized aspects, 

which relate to the need to respond to major events (FIFA World Cup, Olympics, etc) that 

were held in Brazil in the last decade.  

Mrs. Hurel noted that Brazil has just published its first National Cybersecurity 

Strategy that provides a strategic horizon to a more coordinated action between 

sectors, with the government trying to understand its role and to portray itself as a 

convener, establishing an interesting central governance mechanism. Internationally, 

Brazil is more known for its Internet Governance engagement and there is little clarity 

about where and how Brazil engages regarding cybersecurity. Brazil engages at several 

fora, such as OAS, BRICS, United Nations (UN), with an important role at the UN 

Governmental Group of Experts (UN GGE), since Brazil has chaired the group twice, 

which says a lot about how countries see Brazil’s role internationally, as argued by the 

panelist. 

After the European and the Brazilian contextualization, the third panelist, Dr. 

Hannes Ebert, focused on the relations between the union and the country in the  Global 

South, reviewing three aspects: EU-Brazil collaboration overview, divergences and 

convergences of EU and Brazil positions at the UN negotiations on norms on cyberspace, 

and thoughts and prospects of EU-Brazil cyber cooperation.  
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Dr. Ebert started by underlining that the collaboration between EU and Brazil has 

evolved to a more strategic discussion within the framework of EU-Brazil Strategic 

Partnership, with 4 major outcomes: cooperation on data privacy; the decision to build 

an EU-Brazil submarine cable; a global definition of 5G and common standards; and the 

establishment of EU-Brazil Cyber Dialogue. In this last outcome, the panelist highlighted 

the decision of Brazil to accede to the Budapest Convention. 

Concerning UN processes, he pointed out some topics of divergence, including 

the applicability of International Humanitarian Law, cyber operations and the use of 

force, and the preference for legally binding instruments. Regarding the points of 

convergence, Dr. Ebert mentioned that Brazil and the EU agree on the application of 

International Law to cyberspace and on the need of the UN GEE and the OEWG to focus 

on implementing agreed norms. In addition, the gradual convergence of soft law and the 

promotion of multi-stakeholder engagement in cybersecurity negotiations were also 

mentioned by the panelist. About prospects, he concluded that Brazil and the EU can 

build on a track record of cooperation on digital rights and translated into cooperation 

on cybersecurity, for example, a joint response to cyberattacks by diplomatic means. 

The panelists' presentations confirmed the need to contextualize cybersecurity 

issues and the importance of understanding national and regional frameworks to further 

examine the engagement of the countries in this realm. To finalize the panel, the 

discussions posed by the panelists were followed with a session of interaction with the 

audience through polls and questions placed by the mediator and the participants in the 

Q&A.  

Connecting the discussion of the engagement of countries in cyberspace, the first 

poll asked participants if the world needed a “cyber hegemon”, a proposition that was 

denied by 79% of the attendees that answered the question. Leveraging the debate, 

questions were asked related to the cybersecurity PPP solution, the gaps in the Brazilian 

landscape, and cooperation processes, considering the political instability. Finally, the 

last poll of the panel asked the participants for what they think would be the best 

approach for states to engage with each other related to cyber issues. The multilateral 

approach was identified by 90% of the participants as the best course of action, ratifying 

the relevance to discuss the venues of multilateral engagement. 

Panel 04: Interstate dynamics in Cyberspace and their consequences 

for International Relations balance of power 

Politics are intrinsically about power relations, being it coercive or compelling. 

Thus, power relations become the core in International Relations studies characterizing 

a hierarchical configuration of power distribution in the world with different dynamics 

depending on the ground theory chosen. Calvety (2018) identifies two generations of 

cyber power theorists: one more realist and another more liberal. The first seeks to 

define ways in which cyberspace (considered a 'new domain' of war) could best serve as 

an extension or complement to existing national power resources in all domains (land, 

sea, air, space, cyberspace) and one of the aspects of P-/DIME (political/diplomatic, 
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informational, military and economic fields). The second explains that cyberspace seems 

to subvert existing powers in some cases and to reproduce it in others. However, there 

are other International Relations theories that could be used to understand power 

relations in cyberspace, especially as the cyber environment has other stakeholders that 

are as important as states. 

Following both theoretical reflections, one may hypothesize about state relations 

in cyberspace following a logic similar to the International System. Thus, ideas 

entrenched with the Offensive-Defensive Theory may come into light. Lin and Smeets 

(2018) explain how cyber capabilities have the potential to change the role of military 

power, arguing that these capabilities can alter the manner in which states use their 

military power strategically in at least four ways: defense, deterrence, compellence and 

“swaggering”. These authors focus on Offensive Cyber Capabilities (OCC), and declare 

that OCCs: (1) create a downgrade on deterrence except for “those states with a credible 

reputation for being able and willing to conduct offensive cyber operations”, (2) do not 

rule out compellence, as the effects of offensive cyber capabilities do not have to be 

exposed publicly, meaning the compelled party can back down post-action without 

losing face, and the “potential to control the reversibility of effect of a cyber capability 

by the attacker may also encourage compliance”, (3) emphasize defense by the 

possibility of both a preemptive and a preventive strike options, and (4) leave 

“swaggering” unclear due to the largely non-material ontology and transitory nature 

(ibid:67).  

 

 

Deepening the exposure of these authors, and regarding deterrence, the Oxford 

Institute workshop ‘Landscaping Strategic Cyber Deterrence’ exposes more elements 

that cyber capabilities can achieve. Indeed Ryan (2016) explains that there would be five 

Electronic copy available at: https://ssrn.com/abstract=3645964



22 

Workshop Report Security in Cyberspace: dynamics, limits, and opportunities 2020 

types of cyber deterrence: ‘denial,’ ‘punishment,’ ‘association,’ ‘norms and taboos’ and 

‘entanglement. Thus, apart from traditional deterrence options (denial and 

punishment), deterrence by association would be linked to the ambiguity of cyberspace, 

as “by making it possible to ‘name and shame’ those exhibiting poor behaviour, it re-

installs the ability to dish out punishment, if only as a social cost’. Deterrence as norms 

and taboos would refer to the social constraints of breaking rules or breaching taboos. 

Finally, deterrence by entanglement adds more factors into the deterrence cost calculus 

(economic, political and diplomatic, for instance) making an adversary to weight if it is 

‘too costly’ for them to act uncooperatively, since they would have to suffer the 

consequences in other areas of their relations. 

Moreover, since the US Department of Defense (DoD) cyber strategy concluded 

that as US cyber forces are in “persistent engagement” with adversaries, it is imperative 

for them to “defend forward” to “continuously contest” them, and since the US 

doctrines and actions have a world impact, Healey (2019:12) warns about the perils of 

miscalculating active defensive measures in cyberspace. The author highlights that 

persistent engagement “will place military and intelligence forces in close contact, 

actively contending with each other”, and the current gap between subtle strategies and 

fiery rhetoric threatens the process of “tacit bargaining” and could lead to the failure of 

the strategy. 

In sum, there are several variables to consider when talking about power relations 

in cyberspace. However, academic research has not yet been broadly focused on a 

systemic view regarding power in cyberspace. Therefore, polarization and polarity 

patterns are normally left aside or barely touched upon. Besides, different International 

Relations theories may also be left aside when talking about power in cyberspace. In this 

regard, the fourth panel aimed to address these issues, following the structure of three 

main panelists and a moderator communicating with the online audience via two polls 

and the Q&A engagement. 

The first panelist, Dr. Danielle Jacon Ayres Pinto, highlighted two dynamics that 

promote a new scenario for power relations in the international system: transitional 

power and diffusion of power. The first is related to the middle powers’ capability of 

influencing decision making in the international system, and thus pressing states to 

engage in a multipolar environment. The second one, related to the non-state actors 

becoming active agents in the international system.  

According to Dr. Ayres Pinto, these dynamics changed the constant of power, and 

three factors could help us to understand why. The first is the rise of new technology, 

which through TICs has changed our way of sociability and following the way in which 

actors exercise power. The second is the understanding of the cyberspace resource as a 

weapon, which lowers the hurdle to entry of a diversity of agents. The third is the 

availability to use and to obtain technological resources by non-state actors, opening 

options of engagement for such actors. However, these explanations and dynamics do 

not mean a change in the international balance of power in the short term to her; 

cyberspace would be just another resource for agents to use. 
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Dr. Ayres Pinto affirmed the paradox that, while producing cyber weapons 

requires elements that only great powers can mobilize, once used, these same weapons 

can be turned against its creator(s) given the ease of access and replication of codes. 

Nevertheless, this is more of a vulnerability to be concerned than a loss of power itself 

to already great powers. It can on the other hand enable middle powers and non-state 

actors to bargain internationally and “make them get what they want” but in the 

panelist’s explanation, it would be a “kind” of power, but not be enough to change the 

international balance of power. 

 In an opposite direction, the second panelist, Mrs. Janine Schmoldt, affirmed that 

hackers and in particular patriotic hackers could change the balance of power in 

international relations. According to Mrs. Schmoldt, understanding how hackers change 

the balance of power is relevant for two reasons. First, they operate as third parties, as 

an independent layer in international and non-international armed conflict and “change 

the rules of the game already”. Second, hackers are used as proxies to launch cyber-

attacks by nation states, like Iran and North Korea. 

 Mrs. Schmoldt explained that the danger from patriotic hackers comes with their 

ability to act in an independent layer, hacking not only each other but also rival states, 

which could potentially lead the involved states to engage in actual arms conflict. 

According to her, hackers have changed the rules of armed conflicts by conducting 

cyber-attacks during actual conflicts. This dynamic showed that international conflict 

does not involve only states or states sanctions anymore. Additionally, hackers elevate 

their political status by getting support from states that work with them. She then cited 

China, which sees patriotic hackers as inherent threats to national political stability and 

then supports them in order to control them. 
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 According to the second panelist, hackers are a useful resource for states mainly 

because of two points. First, they proportionate plausible deniability, becoming a proxy 

(acting to achieve a political objective on behalf of a patron state) and hampering 

attribution under international law. Indeed, she explained, they shift the attribution 

problem from “who conducted the attack” to the “has or had the state control or 

command over the cyber-proxy”. Second, they are useful as actors that enhance 

cyberwarfare capabilities, as they can create parity, balancing the lack of one of the 

sides’ capabilities. She cited the relationship between China and the USA to illustrate her 

point, as China uses cyber proxies to deter the USA, which might lead to parity in 

technological and military power. 

 Thus, Mrs. Schmoldt concluded with a forecast: in the future, the power of 

hackers will grow as with state hackers also “getting a seat on the table” of political 

change. This forecast introduced the question of how to measure power in cyberspace, 

once it can be observed as both capable and not enough to change international 

relations' balance of power, as Danielle and Janine have exposed. The third panelist 

addressed this particular question. 

 The third panelist, Mr. Caio Mansini, explained that cyberpower could be 

understood by Joseph Nye’s definition, encompassing coercion, agenda control, and 

influence. This concept intertwines with zero day vulnerabilities, which can be an 

advantage, though it comes at a high diminishing return to scale cost. Besides, the 

interactions of cyberpower occur in cyberspace, which has two particular features: it is 

manmade, possessing no boundaries and causing clear jurisdiction issues, and the 

barriers to entry are low, compared to other domains like sea or air. Thus, according to 

the panelist, there is hype toward cyberspace and cyberpower. Especially since 

cyberpower can affect a wide range of domains and provide advantage in a wide range 

of things (from war to commerce), and because countries with relatively low power can 

cause severe damage to relatively powerful countries nowadays, being data breaches 

the biggest representation of power diffusion. 

 Amid this scenario, studies try to employ a positivist and quantitative reasoning 

to track casual relations and verify if cyber events can shape the battlefield. In this 

aspect, Mr. Mansini cited the work of Kostyuk and Zhukov to demonstrate that despite 

their findings it culminates in a lack of statistical significance to determine if cyber could 

alter the battlefield. From their study, it was possible to infer that cyber-attacks were 

reactive (instead of proactive). It also raised the question whether people were not 

figuring out how to properly use cyber power as a military weapon or if the theorizing 

was wrongly pursued by treating cyberpower as a form of military power, as it could be 

an exogenous gathering tool. 

 Therefore, Mr. Mansini pointed out that at his university (University of California, 

San Diego) they had some insights on how to quantify power, based on two ideas: 

devices and landscape. In other words, as devices were seen as a double edge sword 

(both source of power and weakness) how they would be distributed in cyberspace 

(landscape) could be an indicative of cyber power. Thus, they developed an algorithm, 
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which roughly tracked 32 billion of devices worldwide, leading to the conclusion that if 

one thinks about devices there is no major difference between their distribution and the 

real distribution. In this regard, Mr. Mansini showed that the US and Europe for instance 

continued to be powerful in the study. 

 However, the panelist highlighted that there are still open questions related to 

the study approach conducted. For instance, he commented on false positives, that 

there are devices which are not prone to be hacked, and the ethical implications one 

must think of. Besides, according to Mr. Mansini, the internet connection is highly 

correlated to electricity, which could be used in the future as a proxy for something else 

(as a proxy for economic activity) and quantitative studies face the problem of big data. 

Too much data causes noisy samples in the statistics, pointing the focus on which would 

be the right data to be making studies and building knowledge on. Thus, Mr. Mansini 

concluded his presentation affirming that the question is not if we could measure 

cyberpower, but rather how we would do it. 

 After the presentations, a poll was launched to the audience, questioning who 

they believed power relations in cyberspace favored. The participants who answered 

considered that non-state actors were benefited by power relations in cyberspace (37% 

voted in companies and 12% in civil society). The discussion was followed by the questions 

posed by the mediator and the Q&A showing that the panelists considered resources of 

power and power different things. Dr. Ayres Pinto highlighted the importance of strategy 

to strategic thinking; Mrs. Schmoldt highlighted the power of fake news and 

disinformation when cybersecurity is perceived encompassing information; and Mr. 

Mansini claimed that technology is improving democracy in a certain way by giving voice 

to people, but cyberpower would not be in the stage of promoting nationalist 

movements, for instance.  

 Amid the discussions, a second poll was released to the audience, regarding the 

elements that could demonstrate power in cyberspace. The results generated by the 

participants who engaged in the poll showed that the highest scores were with cyber 

infrastructure development and access to critical information infrastructure (87%) and 

cyber military force/Cyber Command (75%), followed by the number of cyber awareness 

and cyber specialists of a population (62%) and cyber national strategy (60%). The less 

voted elements were, people's willingness or influence to use cyber responsibly 

(consciousness) and cybercrime prevention (50%) and the size and age of a population 

(8%). The results corroborated the discussion through the entire panel on the immaterial 

and material elements of cyber power and the need to conduct further research on this 

topic.  
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Conclusions, discussion and outlook 

 Aimed to clarify the dynamics, opportunities, and limits of security thinking 
towards cyberspace, the workshop’s discussions highlighted important issues relating 
to cyberspace and security. These can be summarized as: the perils of stretching the 
concept of cyberwar and the widespread “all-or-nothing” approach toward liberty and 
security, the reconfiguration of power in the XXI century and the strategic role of 
national and regional frameworks to further examine states' cyber engagements. 
Coupled with these issues, the results from the polls indicated in a broader way that the 
audience confirmed the importance of states' engagement in cyberspace. However, this 
engagement should be aligned with other actors, in a multistakeholder approach, 
needing not only transparency but also economical and political incentives to build 
confidence and stability in the digital realm. 

 The workshop went deep into topics that require taking a long-term perspective, 
thus the discussions did not focus too much on rather topical issues such as the COVID-
19 pandemic and its diverse influences in the cyber domain. Besides, its digital format 
allowed a diverse range of participants to engage in the discussions, and the 
configuration of the panels was successful in bringing together different perspectives 
on the developments of interactions in cyberspace, demonstrating that security in 
cyberspace crosscuts other fields, going beyond military interactions. 

 Interestingly, the workshop did not lead into hot debates on topics related to 
espionage and terrorist activities, although it touched upon nonstate power and 
capacity as well as mass surveillance eroding fundamental civil rights. Moreover, despite 
high attendance in the panels, the non-engagement of a significant number of 
participants, either in the Q&A or the polls, may pose questions on why people are 
hesitant to expose themselves in online events or even on how important debates 
concerning cyberspace are to more diverse audiences. This concerns not only the sharing 
of knowledge but also the spread of awareness concerning cybersecurity topics. 

In essence, the discussions highlighted that in the cyber realm there are more 
questions than answers in the time being, generating a fruitful ground for further 
debates and research agendas, such as: how to measure power in cyberspace? How to 
get out of the vicious cycle of militarization when ideas of domination are reproduced in 
cyberspace? How to effectively balance security and civil rights online? Or, how to build 
cyber capacities in national and regional cyber cultural contexts? 

Summing up, the results and the discussions of the workshop indicate that as 
cyberspace has its peculiarities, as a human-made environment, ideas and behaviors of 
other spheres can be adopted in the digital realm, at least to a certain limit. What cannot 
be adopted, must be adapted or created anew, and these processes shall be plural, 
encompassing all cyber actors and sectors of the society. 
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