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Among its many features, the Internet works as a catalyst for discourse 

in and between societies around the world, allowing a wide range of people

to instantly send and receive information relatively un�ltered by tradition-

al power structures.  As American legal scholar Jack Balkin puts it, “the 

digital revolution makes possible widespread cultural participation and in-

teraction that previously could not have existed on the same scale,”1 en-

couraging us to think of the changes that the Internet has brought about 

in terms of salience, rather than novelty — in terms of enabling cultural 

and political participation on a larger scale than otherwise possible, rather 

than creating entirely new forms of cultural participation or interaction. 2 

In turn, this enables citizens to have a voice and engage in national and in-

ternational debates around issues that for various reasons may just not be

addressed by traditional media in a transparent manner (if addressed at 

all).  

In theory, the existence of such virtual spaces mean that anyone can 

create and in*uence public debate and discourse by uploading texts, pho-

tographs or videos to any of the numerous platforms that host user-gener-

ated content.  We have seen potent examples of such use of platforms in 

recent political events around the globe.  From protests in Iran, Egypt and 
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Brazil to political declarations in the United States, we are constantly re-

minded that the Internet is, indeed, an important tool for organizing, 

problematizing and disseminating information.

Having access to the Internet, however, may not be enough to make 

sure that information *ows in an ideal manner.  In*uence on people’s abil-

ity to communicate seems to be increasingly relevant when it comes to free 

speech battles.  While the virtual environment provides massive potential 

for free speech to blossom,3 its own existence poses a real threat to demo-

cratic interaction, as new digital technologies may be used to strengthen 

old forms of control.4

The debate over freedom of speech frequently revolves around the 

question of whether governments restrict the rights of citizens to express 

their political views through di6erent types of media.  People tend to be-

lieve that this is not an issue in Brazil, with the general perception being 

that the government respects freedom of speech in most traditional cases.  

In this chapter we argue that online freedom of speech is under threat 

in Brazil, and that control over private Internet services has been one of 

the most e6ective ways to undermine this freedom.  This has happened

both through overreach by courts, using the traditional tools at their dis-

posal — such as injunctions — as well as through control of intermediar-

ies, which is the kind of ‘new school’ censorship,5 which Kaminski and 

Prakash highlight in the opening chapter of this book: less obvious, out-

sourced, indirect.  Because it is camou*aged and not called what it really is, 

such new school censorship goes unnoticed and is little debated in the 

mainstream media.  However, it isn’t new school censorship alone that is a 

threat to Internet speech.  The case studies we discuss in this chapter show 

that new school censorship and old school censorship are not rivalrous, 

but indeed, can act in tandem and work in unison when it comes to sti*ing

speech.

Recent decisions by courts have legally limited the ability of Brazilians 

to use social networks as platforms for political protest, and is a rising 

threat to free speech.  We believe that the new possibilities of decentral-

ized political expression allowed by virtual social networks represent a new 

dimension in politics.  Understanding how Brazilian courts balance free-

dom of speech as a democratic value with values such as dignity and hon-
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our is of utmost importance for the e6ective understanding of not only the 

possibilities a6orded by virtual social networks, but also the way old 

school and new school censorship work.

The Brazilian Constitution, in the fundamental rights chapter states:

Article 5.  All persons are equal before the law, without any distinction what-

soever, Brazilians and foreigners residing in the country being ensured of inviol-

ability of the right to life, to liberty, to equality, to security and to property, on 

the following terms: 

. . .

XI.  The expression of intellectual, artistic, scienti$c, and communications 

activities is free, independently of censorship or license.6

Moreover, as a response to the authoritarian military dictatorship that

ruled the country from 1964 to 1985, the Constitution contains a special 

chapter on ‘social communication’, wherein article 220 states:

The manifestation of thought, the creation, the expression and the informa-

tion, in any form, process or media shall not be subject to any restriction, with

due regard to the provisions of this constitution.

Paragraph 1: No law shall contain any provision which may represent a 

hindrance to full freedom of press.

Paragraph 2: Any and all censorship of a political, ideological and artistic

nature is forbidden.

These are constitutional values, embedded in the very being of our 

young Brazilian democracy.  We thus understand that freedom of speech 

translates into at least two di6erent types of guarantees: (a) the right to 

freely express ideas, political points of view, and di6erent forms of opin-

ion, without the risk of being punished for defending or disseminating any 

speci�c idea; and (b) the ability of individuals and groups to  build on each

other’s ideas, promoting and disseminating knowledge.

Free speech relies not only on the mere absence of old-school state cen-

sorship, but also on the existence and maintenance of spaces that enable 

information *ows and communication to take place.  Infrastructure such 

as social networks are among such spaces.  Consider, for example, websites 
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like Facebook and Flickr: while on the one hand they merely host di6erent 

media and materials, and links to content hosted on third-party websites; 

on the other hand, they are also online community platforms that allow 

people to communicate and pursue common interests and activities be-

cause of the tools they provide.  Within such spaces, freedom of expres-

sion �nds a fertile ground.  But while these tools and spaces empower 

people to better communicate, they are also potential risks.

To illustrate how diDcult the judicial elaboration of constitutional val-

ues is becoming in the information age, this chapter presents two cases in 

which a Brazilian court was asked to balance the protection of free speech 

with the preservation of  an individual’s image, honour and dignity.  We 

will also examine some of the potential dangers inherent in those de-

cisions, and the harms they could bring to online interactions, given that 

the restrictions they impose limit access to the digital infrastructure on a 

larger scale, threatening free speech.
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Cassius Abraham Mendes Haddad is a Brazilian lawyer.  He lives in 

Limeira, a countryside town in the state of São Paulo, with 276,000 inhab-

itants.  He is an independent attorney, working with a wide and diversi�ed 

range of areas, from civil to criminal law.  Before he became a lawyer in 

2012, Mr. Haddad used to be a businessman.

In 2008, Mr. Haddad gathered a pool of investors to modernize the 

Limeira shopping mall, the largest in the region, but his plan failed. 

However, in the aftermath of that failed venture, Mr. Haddad came upon

evidence that, according to him, showed that local municipal authorities 

were conspiring with some businessmen to pilfer public money from the 

municipality using the shopping mall’s expansion as a reason.  Mr. Haddad 

believed that this was the reason behind an expropriation proceeding that 

resulted in the condemnation and dispossession of houses from several 

families around the shopping mall, adding up to an area of 10,000 square 

meters.  The municipality was set to donate this land — free of cost — to 

the shopping mall venture, as an incentive to new businesses in town. 

Mr. Haddad also suggested that the reason for the Mayor of Limeira 

donating the land was his having received bribes from the businessmen
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behind the shopping mall expansion.  He argued that the condemnation 

process and donation of the real estate were *awed, as none of the busi-

nessmen involved in the venture lost any of their own property during the 

expropriation proceedings, even though some of them owned land in the 

areas that were subject to expropriation.

In 2010, Mr. Haddad felt he had gathered enough documents and wit-

nesses to provide a sound basis for his accusations, so he sought out a pub-

lic prosecutor, Luiz Alberto Segalla Bevilacqua, and requested him to �le a

lawsuit against the City Hall for misappropriation of public funds, bribery, 

conspiracy and other similar crimes.  Mr. Bevilacqua, in the position of the 

public prosecutor, with jurisdiction to act in defence of the city's interests, 

believed that there was not enough evidence to sustain Mr. Haddad's alleg-

ations in a lawsuit, and dismissed the complaint.  Outraged by that, Mr. 

Haddad appealed to the Prosecutors’ National Counsel (“Conselho 

Nacional do Ministério Público”), challenging Mr. Bevilacqua’s decision, 

but there too he was thwarted.

In 2012, Mr. Haddad became a lawyer and decided to �le a lawsuit7 ac-

cusing Limeira’s mayor of misappropriation of public funds, conspiracy

and bribery, challenging the validity of the contracts that were established 

during that time and questioning Mr. Bevilacqua’s decision not to �le a 

case back in 2008.  When Mr. Bevilacqua learned about the lawsuit, he 

went to the local press to get his side of the story told.  Mr. Bevilacqua ac-

cused Mr. Haddad of being a “political terrorist”, and of lying and seeking 

public attention, and engaging in this vili�cation campaign due to a polit-

ical interest in the next local elections.

In the following months, a Twitter account named “@cassiushaddad” 

was created and tweets started to pop up.  Below are a few examples of the 

translated tweets: 

— Dr. Luiz Alberto Segalla Bevilacqua is biased and supports corruption.

— As the old saying about corrupted prosecutors and judges goes: To my 

friends, everything; to my enemies, the law.  Prosecutors and Judges of Limeira 

support corruption.

— I heard from someone that Dr. Bevilacqua said that he would $nish me o1. 

I challenge this low-class prosecutor to go ahead and do it.
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Mr. Bevilacqua considered such tweets a direct attack on his honour as 

a prosecutor and his dignity as public �gure in the city, and �led a criminal 

complaint.  Mr. Haddad was charged with defamation. 

In his defence, Mr. Haddad claimed he was not the author of the 

tweets.  According to him, someone else had created the account, using his 

name.  In turn, he registered the incident before the city's police and re-

quested the account be deleted, which happened �ve days after his com-

plaint.  If the story were to end here, this would be just another ordinary

defamation case.

But the prosecutor in charge of the criminal complaint against Mr. 

Haddad requested the Criminal Court of Limeira to grant an injunction 

preventing Mr. Haddad from accessing all social networks available on the 

Internet, as a means of forestalling him from speaking out online against 

Mr. Bevilacqua.  And even though the dispute arose because of a Twitter 

account, the prosecution requested the court to explicitly declare several 

social networks to be o6-limits for Mr. Haddad — Facebook, Twitter, 

Orkut, MySpace, Flixster, Linkedin and Tagged — even though Mr. Had-

dad was not even a registered user on most of the social network listed by

the prosecutor, having accounts on only Facebook and Twitter.8

The decision of the criminal court judge, Henrique Alves Correa 

Iatarola, is priceless, to say the least: not only did he grant an injunction 

barring Mr. Haddad from multiple social networks, he additionally 

ordered the defendant to report all his online activities to the court every 

month.9  The court didn’t stop there: it also required all the social net-

works cited in the case to produce monthly reports about the status of Mr. 

Haddad’s accounts (and, presumably, non-accounts) and send them to the 

court.10

Under Brazilian criminal law, failure to comply with the terms of such

an injunction could be seen as contempt of court, and subject the defend-

ant to imprisonment.  In other words, Mr. Haddad could be sent to jail for 

simply logging into his Facebook account.
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Ricardo Fraga de Oliveira is an agronomist and a lawyer in the state of 

São Paulo.  He works for the Environmental Department São Paulo Muni-
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cipality and lives in a neighbourhood called Vila Mariana.

In June 2011, Mr. Oliveira started a social movement called O Outro 

Lado do Muro — Intervenção Coletiva (“The Other Side of the Wall — 

Collective Intervention”), which sought to foster debate about the role of 

property developers and large construction projects in the city of São 

Paulo.  In one intervention, Mr. Oliveira set up ladders outside a few con-

struction sites and invited pedestrians to look in and leave their impres-

sions on a blackboard, along with their impressions of what would an ideal

city should be like.  This initiative brought together a number of con-

cerned citizens who together chose some real estate ventures to monitor.

One of Mr. Oliveira's main concerns was a speci�c venture located at 

Conselheiro Rodrigues Alves Street in São Paulo, which was to be built by 

Construtora Mofarrej Vila Madalena SPE Empreendimentos Imobiliários 

S/A (hereinafter “Mofarrej”).  The land on which the venture was to be 

located was deemed a residential area for over �fty years, due to environ-

mental issues — a stream *ows in the property — but Mo6arej had ob-

tained a licence to build a business centre there.

Mr. Oliveira and fellow activists started to investigate the reasons why

a licence to build a commercial venture on land with environmental issues 

was granted in the �rst place.  The group was able to obtain oDcial docu-

ments and talk to a few city oDcials, which led them to believe that the li-

cence was granted pursuant to the payment of a bribe by Mofarrej.

After the investigation, Mr. Oliveira organized a series of protests that 

took place outside the construction site, and also created a Facebook page 

to mobilize against the venture and against Mofarrej.  Through Facebook, 

he explained the case, provided details about the investigation and the 

documents collected, and encouraged people to engage in a debate about 

the city, in their neighbourhood, as well as that particular Mofarrej ven-

ture.  Mr. Oliveira also succeeded in gathering �ve thousand signatures to 

request the licence be reviewed.  The initiative was so big that not-for-

pro�t organizations, such as Movimento Defenda São Paulo, o6ered to 

help with further investigations and with rallying.

In March 2013, fearing the outcome of the protests and the potential 

damage to its image, Mofarrej �led a tort lawsuit against Mr. Oliveira, ask-

ing for compensation and the immediate termination of the mobilization 
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operations, both physically and on Facebook.  The company explicitly re-

quested an injunction preventing Mr. Oliveira from posting any comments 

regarding the venture or Mofarrej on Facebook during the entire course of 

the lawsuit. 

The injunction was granted, and failure to comply subjects Mr. Oli-

veira to a daily �ne of R$10,000 (roughly US$ 4,000).11  Mr. Oliveira is cur-

rently �ghting the court order.
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Jack Balkin presents �ve characteristics of Internet speech that enhance 

democratic culture in modern societies.12  First, speech on the Internet 

ranges over every possible subject and mode of expression (serious to 

frivolous), re*ecting popular taste and opinions.13  Second, the Internet, 

taken as a whole, is full of innovation, enabling people to develop new 

technologies, business models, structures of communication, etc., and

these are key to changes in the ways that individuals interact with each 

other.14  Third, the creativity depends on the ability to build on what has 

come before and the Internet a boon for that.  The very nature of HTML 

code, Balkin points out, stimulates copying, imitation and linking.15 

Fourth, Internet speech is participatory and interactive.  People are not 

passive, as compared to radio or television.  Rather, they go online and 

search, publish new content, and discuss both serious and frivolous issues. 

Internet speech is, thus, a social activity that involves exchanging experi-

ences and actions between users.16  And �fth, the Internet allows people to 

create communities, cultures and subcultures.17 It is freedom of speech

that enables us to build these communities, to participate in the formation 

of culture, to engage in public discourse and debate, all of which in turn 

shape us as individuals. Internet speech is thus not only a part of an "inter-

active cycle of social exchange, and social participation", but also vital as 

part of an individual's self-realization.

If we accept these characteristics mentioned by Professor Balkin as true 

values, which we do, there are further and more severe consequences to 

court decisions such as the ones we present here.  A lawsuit in Brazil could 

take years to be settled.  Over those years, both Mr. Haddad and Mr. Oli-

veira will face harsh restrictions in their right to access and use social net-

works, which, needless to say, are most certainly not meant solely for the 
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purpose of political protesting, but also as a way for interacting with 

friends and family, commercial advertising, and a myriad of other pur-

poses.  Virtual spaces are increasingly crucial to human interaction as a 

whole.

In both cases we describe here, the rulings show that courts are not 

ready to deal with the Internet.  Not only judges show lack of understand-

ing of the purposes of di6erent networks and, consequently, their poten-

tial for harm; but they also disregard the Internet as a legitimate space for

the exercise of free speech. 

Two questions come to mind: (a) is there a less drastic way for courts to 

limit the potential harm to plainti6s’ image and dignity?; and (b) if we 

don’t �ght these legal restraints, which ignore the values embodied by the 

way people are using the Internet today for political engagement and em-

powerment, wouldn't we be missing on the development of a new culture 

of democracy in Brazil: a digital democracy?

Both court decisions seem to harbour a narrow vision about the bene-

�ts of enhancing Internet speech as a tool for the growth of democratic 

culture and seem to adopt a very conservative approach when it comes to

balancing the right of free speech and the protection of the honour and 

dignity of individuals.  Because they restrict communications and social 

participation, don't these recent developments point to a new form of cen-

sorship?

These questions lead us to an interesting insight into the Brazilian 

model of democracy.  The judiciary, which is usually perceived as a safe-

guard against acts of censorship by the executive, is, in this case, the very 

organ of the state that is silencing people.
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